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QUESTION 1

Refer to the scenario.

# Introduction to the customer

You are helping a company add Aruba ClearPass to their network, which uses Aruba network infrastructure devices.
The company currently has a Windows domain and Windows CA. The Window CA issues certificates to domain
computers, domain users, and servers such as domain controllers. An example of a certificate issued by the Windows
CAis

shown here.
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Issued by: Intca.acnsxtest.com
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The company is in the process of adding Microsoft Endpoint Manager (Intune) to manage its mobile clients. The
customer is maintaining the on-prem AD for now and uses Azure AD Connect to sync with Azure AD.

# Requirements for issuing certificates to mobile clients
The company wants to use ClearPass Onboard to deploy certificates automatically to mobile clients enrolled in Intune.
During this process, Onboard should communicate with Azure AD to validate the clients. High availability should also

be

provided for this scenario; in other words, clients should be able to get certificates from Subscriber 2 if Subscriber 1 is
down.

The Intune admins intend to create certificate profiles that include a UPN SAN with the UPN of the user who enrolled
the device.

# Requirements for authenticating clients

The customer requires all types of clients to connect and authenticate on the same corporate SSID.
The company wants CPPM to use these authentication methods:

1.

EAP-TLS to authenticate users on mobile clients registered in Intune

2.

TEAR, with EAP-TLS as the inner method to authenticate Windows domain computers and the users on them To
succeed, EAP-TLS (standalone or as a TEAP method) clients must meet these requirements:

1.
Their certificate is valid and is not revoked, as validated by OCSP
2.

The client\\'s username matches an account in AD # Requirements for assigning clients to roles After authentication, the
customer wants the CPPM to assign clients to ClearPass roles based on the following rules:

1.

Clients with certificates issued by Onboard are assigned the "mobile-onboarded" role
2.

Clients that have passed TEAP Method 1 are assigned the "domain-computer" role
3.

Clients in the AD group "Medical" are assigned the "medical-staff" role

4,

Clients in the AD group "Reception” are assigned to the "reception-staff” role The customer requires CPPM to assign
authenticated clients to AOS firewall roles as follows:

1.



Assign medical staff on mobile-onboarded clients to the "medical-mobile" firewall role

2.

Assign other mobile-onboarded clients to the "mobile-other" firewall role

3.

Assign medical staff on domain computers to the "medical-domain” firewall role

4,

All reception staff on domain computers to the "reception-domain” firewall role

5.

All domain computers with no valid user logged in to the "computer-only" firewall role

6.

Deny other clients access # Other requirements Communications between ClearPass servers and on-prem AD domain
controllers must be encrypted. # Network topology For the network infrastructure, this customer has Aruba APs and
Aruba gateways, which are managed by Central. APs use tunneled WLANS, which tunnel traffic to the gateway cluster.

The customer also has AOS-CX switches that are not

managed by Central at this point.
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# ClearPass cluster IP addressing and hostnames

A customer\\'s ClearPass cluster has these IP addresses:

1.

Publisher = 10.47.47.5

2.

Subscriber 1 = 10.47.47.6

3.

Subscriber 2 = 10.47.47.7

4.

Virtual IP with Subscriber 1 and Subscriber 2 = 10.47.47.8

The customer\\'s DNS server has these entries

1.




cp.acnsxtest.com = 10.47.47.5

2.

cpsl.acnsxtest.com = 10.47.47.6

3.

cps2.acnsxtest.com = 10.47.47.7

4,

radius.acnsxtest.com = 10.47.47.8
5.

onboard.acnsxtest.com = 10.47.47.8

The customer needs a secure way for users to enroll their new wireless clients in Intune. You are recommending a new
WLAN that will provide the users with limited access for the enroliment.

You have set up captive portal for clients on this WLAN to a web page with instructions for enrolling devices. You will
need to add several hostnames to the captive portal allowlist manually.

What is one of those hostnames?

A. The hostname used by ClearPass Policy ManaGer\\'s RADIUS services

B. The ClearPass Onboard hostname referenced in an Onboard provisioninG profile
C. The ClearPass Onboard hostname referenced in Intune SCEP profiles

D. The hostname used by the on-prem domain controllers

Correct Answer: B

QUESTION 2

Refer to the exhibit.
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7124 1745.313106  10.1.7.100 10.1.26.151 TLSvi.2 1389 Application Data, Application Data
7125 1745.313138  10.1.26.151 10.1.7.108 e 54 21379 = 443 [ACK] Seq=59293 Ack=55574@ Win=2182272 Len=0

H 7126 1745.335486  10.1.26.151 10.1.7.100 TP 54 21411 + 443 [ACK] 5Seqe22221 Ack=47132 Win=2101248 Len=@

| 7127 1752.@91170  94:60:d5:bf:36:48  Broadcast ARP 60 Gratultous ARP for 10.1.26.1 (Request)

i 7128 1753.261668 10.1.26.151 19.254.1.21 DS B4 Standard query @x@001 PTR 21.1.254.1@.in-addr.arpa

| 7129 1753.262268 10.254.1.21 10.1.26.151 DS 126 Standard query response @x@001 PTR 21.1.254.10.in-addr.arpa PTR TrainingLab-AD.acnsxtest.com

| 71301753.263452  10.1.26.151 10.258.1.21 oHs 98 Standard query BxB802 A QWS yez8.dj 5 enien

| 7131 1754.747844  10.1.26.150 224.0.0.251 HOMS 83 Standard query @x@00@ PTR _anywhereusb._tcp.local, “QM" question

{7132 1755.275578  18.1.26.151 10.254.1.21 DS 98 Standard query 8x08803 AAAA QWSSIGIYZGVyc:B.djdkduepbi2kzdnzx.onion
7133 1755.30370  10.1.26.151 10.1.7.109 TiSvl.2 920 Application Data
7134 1755.303255 18.1.7.10@ 10.1.26.151 g 6@ 443 » 21379 [ACK] Seq=555740 Ack=50159 Win=63360 Len=@
7135 1755.3185864  10.1.26.151 10.1.7.109 Tisvl.2 882 Application Data
7136 1755.323597 10.1.7.109 19,1.26.151 TLSv1.2 604 Application Data
7137 1755.343521  10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seqe=555740 Ack=60159 Win=64128 Len=1468 [TCP segment of a reassesbled POU]
7138 1755.343521 10.1.7.109 10.1.26.151 TP 1514 443 = 21379 [ACK] Seq=557200 Ack=-60159 Win=564128 Len=1460 [TCP segment of a reassesbled POU)
7139 1755.343573  10.1.26.151 10.1.7.102 TP 54 21379 + 443 [ACK] Seq=60159 Ack=558660 Win=2182272 Len=d
7140 1755.343650  10.1.7.100 10.1.26.151 TP 1514 443 » 21379 [ACK] Seq-558660 Ack=60159 Win=64128 Len=1460 [TCP segment of a reassesbled POV]
7141 1755.343650 10.1.7.100 19.1.26.151 TCP 1514 443 + 21379 [ACK] Seqe=560120 Ack=60159 Win=64128 Len=1468 [TCP segment of a reassembled POU]
7142 1755.343650  10.1.7.109 10.1.26.151 TP 1514 443 = 21379 [PSH, ACK] Seq=561580 Ack=60159 Win=£4128 Len=1460 [TCP segment of a reassesbled POVU]
7143 1755.34365¢  10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seq=563040 Ack=60159 Win=64128 Len=1468 [TCP segment of a reassembled POV]
7144 1755.343650  10.1.7.100 10.1.26.151 e 1514 443 + 21379 [ACK] Seqe564500 Ack=60159 Win=64128 Len=1468 [TCP segment of a reassesbled POU]
7145 1755.343650  10.1.7.100 10.1.26.151 Tce 1514 443 = 21379 [ACK] Seq=565960 Ack=60159 Win=64128 Len=1460 [TCP segment of a reassesbled POU]
7146 1755.343650 10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seqe567420 Ack=60159 Win=64128 Len=1468 [TCP segment of a reassesbled POU]
7147 1755.343650  10.1.7.100 10.1.26.151 e 1514 443 = 21379 [PSH, ACK] 5eq=568880 Ack=60159 Win=64128 Len=146@ [TCP segment of a reassesbled POU]
7148 1755.343764  18.1.26.151 18.1.7.109 TP 54 21379 « 443 [ACK] Seq=68159 Ack=570348 Win=2182272 Len=0
7149 1755.343749  10.1.7.100 10.1.26.151 TP 1514 443 =+ 21379 [ACK] S5eq=570348 Ack=60159 Win=64128 Len=1460 [TCP segment of & reascesbled POU]
7150 1755.343784 10.1.7.100 10.1.26.151 TLSv1.2 1389 Application Data, Application Data
7151 1755.343797  10.1.26.151 10.1.7.109 TP 54 21379 + 443 [ACK] Seq~60159 Ack=573135 Win=2182272 Len-0
7152 1755.368072  19.1.26.151 10.1.7.100 TP 54 21411 + 443 [ACK] Seq=23049 Ack=47688 Wine2102272 Lens@
7153 1755.763334  10.1.26.15@ 224.9.8.251 HONS 83 Standard query @x8000 PTR _anywhereusb._tcp.local, "QM" question
7154 1760.159146  19.1.26.151 10.1.7.100 TLSvl.2 858 Application Data
7155 1760.159402  10.1.7.100 10.1.26.151 e 60 443 » 21379 [ACK] Seq=573135 Ack=-6@973 Win-6336@ Len=-@
7156 1760.162772  10.1.7.100 10.1.26.151 TLSv1.2 599 Application Data
7157 1760.165496  10.1.26.151 10.1.7.100 TiSvl.2 888 Application Data
7158 1768.165720  10.1.7.100 18.1.26.151 TP 60 443 » 21379 [ACK] Seqs573680 Ack=51887 Win=63368 Len=d
7159 1760.171166  10.1.7.100 10.1.26.151 TiSv1.2 852 Application Data
7160 1760.212643  10.1.26.151 10.1.7.100 TP 54 21379 » 443 [ACK] Seqe61807 Acke574478 Win=2100992 Lened
7161 1761.443829 10.254.1.21 B . DNS. 146 Standard query response @x@002 A (WSSIGIyIGVyc:8.djdkduep62kzdnzx.onion CNAME cnVUIGEgc2NhbiBhdCANMCAxL JAUMCExNg
7162 1761.449879  10.1.26.151 10 1CHF 174 Destination unreachable (Port unreachable
7163 1765.337183  108.1.26.151 B TLSvl.2 920 Application Data
7164 1765.349819  10.1.26.151 1.7, TLSv1.2 882 Application Data
7165 1765.355148 10.1.7.109 TLSv1.2 604 Application Data
7166 1765.379168  10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seqe574478 Ack=62673 WineS4128 Len=1460 [TCP segment of a reassesbled POU]
7167 1765.379168  10.1.7.100 10.1.26.151 TCP 1514 443 -+ 21379 [PSH, ACK] Seq=575938 Ack=62673 Win=64128 Len=1460 [TCP segment of a reassesbled POU]
7168 1765.379168  10.1.7.100 18.1.26.151 TP 1514 443 + 21379 [ACK] Seq=577398 Ack=62673 Win=64128 Len=1460 [TCP segment of a reassesbled POU]
7169 1765.379168  10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [PSH, ACK] Seq=578858 Ack=62673 Win=64128 Len=146@ [TCP segment of a reassesbled POU]
7170 1765.379168  10.1.7.100 16.1.26.151 TP 1514 443 + 21379 [ACK] Seq=580318 Ack=62673 Winw64128 Len=1460 [TCP segment of a resssesbled POU]
7171 1765.379168  10.1.7.100 10.1.26.151 TP 1514 243 + 21379 [PSH, ACK] Seq-581778 Ack=62673 Win=64128 Len-1460 [TCP segment of a reassesbled POU]
7172 1765.379235  10.1.26.151 18.1.7.180 TcP 54 21379 » 443 [ACK] Seqe62673 Acke583238 Win=2102272 Len=d
7173 1765.379296  10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seq=583238 Ack=62673 Win=64128 Len=1460 [TCP segment of a reassesbled POU]

Which security issue is possibly indicated by this traffic capture?

A. An attempt at a DoS attack by a device acting as an unauthorized DNS server

B. A port scan being run on the 10.1.7.0/24 subnet

C. A command and control channel established with DNS tunneling

D. An ARP poisoning or man-in-the-middle attempt by the device at 94:60:d5:bf:36:40
Correct Answer: C

DNS tunneling is a technique that abuses the DNS protocol to tunnel data or commands between a compromised host
and an attacker\\'s server. DNS tunneling can be used to establish a command and control channel, which allows the
attacker to remotely control the malware or exfiltrate data from the infected hostl The traffic capture in the exhibit shows
some signs of DNS tunneling. The source IP address is 10.1.7.2, which is likely an internal host behind a firewall. The
destination IP address is 8.8.8.8, which is a public DNS resolver. The DNS queries are for subdomains of badsite.com,
which is likely a malicious domain registered by the attacker. The subdomains have long and random names, such as
0x2a0x2a0x2a0x2a0x2a0x2a0x2a0x2a.badsite.com, which could be used to encode data or commands. The DNS
responses have large sizes, such as 512 bytes, which could be used to carry data or commands back to the host2

QUESTION 3



Refer to the scenario.

# Introduction to the customer

You are helping a company add Aruba ClearPass to their network, which uses Aruba network infrastructure devices.
The company currently has a Windows domain and Windows CA. The Window CA issues certificates to domain

computers, domain users, and servers such as domain controllers. An example of a certificate issued by the Windows
CA is shown here.

General Detalls Certification Path

M Certificate Informabon

Windows does not have enough information to verfy
this certshcate.

Issued to: employee |

Isswed by: Intca.acnsxtest.com

Vald from 8/12/2022 to 8/12/2023

Install Certificate...  lssuer Statement
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The company is in the process of adding Microsoft Endpoint Manager (Intune) to manage its mobile clients. The
customer is maintaining the on-prem AD for now and uses Azure AD Connect to sync with Azure AD.

# Requirements for issuing certificates to mobile clients
The company wants to use ClearPass Onboard to deploy certificates automatically to mobile clients enrolled in Intune.
During this process, Onboard should communicate with Azure AD to validate the clients. High availability should also

be

provided for this scenario; in other words, clients should be able to get certificates from Subscriber 2 if Subscriber 1 is



down.

The Intune admins intend to create certificate profiles that include a UPN SAN with the UPN of the user who enrolled
the device.

# Requirements for authenticating clients

The customer requires all types of clients to connect and authenticate on the same corporate SSID.
The company wants CPPM to use these authentication methods:

1.

EAP-TLS to authenticate users on mobile clients registered in Intune

2.

TEAR, with EAP-TLS as the inner method to authenticate Windows domain computers and the users on them To
succeed, EAP-TLS (standalone or as a TEAP method) clients must meet these requirements:

1.
Their certificate is valid and is not revoked, as validated by OCSP
2.

The client\\'s username matches an account in AD # Requirements for assigning clients to roles After authentication, the
customer wants the CPPM to assign clients to ClearPass roles based on the following rules:

1.

Clients with certificates issued by Onboard are assigned the "mobile-onboarded" role
2.

Clients that have passed TEAP Method 1 are assigned the "domain-computer” role
3.

Clients in the AD group "Medical" are assigned the "medical-staff" role

4,

Clients in the AD group "Reception” are assigned to the "reception-staff” role The customer requires CPPM to assign
authenticated clients to AOS firewall roles as follows:

1.

Assign medical staff on mobile-onboarded clients to the "medical-mobile" firewall role
2.

Assign other mobile-onboarded clients to the "mobile-other" firewall role

3.

Assign medical staff on domain computers to the "medical-domain” firewall role



4,

All reception staff on domain computers to the "reception-domain" firewall role

5.

All domain computers with no valid user logged in to the "computer-only" firewall role
6.

Deny other clients\\' access # Other requirements Communications between ClearPass servers and on-prem AD
domain controllers must be encrypted. # Network topology For the network infrastructure, this customer has Aruba APs
and Aruba gateways, which are managed by Central. APs use tunneled WLANSs, which tunnel traffic to the gateway
cluster. The customer also has AOS-CX switches that are not

managed by Central at this point.
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# ClearPass cluster IP addressing and hostnames A customer\\'s ClearPass cluster has these IP addresses:
1.

Publisher = 10.47.47.5

2.



Subscriber 1 = 10.47.47.6

3.

Subscriber 2 = 10.47.47.7

4,

Virtual IP with Subscriber 1 and Subscriber 2 = 10.47.47.8
The customer\\'s DNS server has these entries
1.

cp.acnsxtest.com = 10.47.47.5

2.

cpsl.acnsxtest.com = 10.47.47.6

3.

cps2.acnsxtest.com = 10.47.47.7

4,

radius.acnsxtest.com = 10.47.47.8

5.

onboard.acnsxtest.com = 10.47.47.8

You have created a role mapping policy as shown in the exhibits below.

Policy _ Mapping Rules [[ERETI

Policy:
Policy Name written-exam
Description

Default Role [Other

Mapping Rules:

Rules Evaluation Algorithm: Evaluate al
Conditions
1 Certificate:Subject-CN ClearPass Intune Certificate Authoriity (Signing))
2 Authorization:UniversityAD : Groups Madical)
3 Authorization:UniversityAD : Groups Reception)
4 Authentication:TEAP-Method-1-Status Success

What is one change that you need to make to this policy?
A. In rule 1 change Subject-CN to Issuer-CN.

B. Move rules 2 and 3 to the top of the list.

Role Name
mobile-onboarded
medical-staff
reception-staff

domain-computer



C. Change the rules evaluation mechanism to first applicable.
D. Change the default role to \'mobile-onboarded*

Correct Answer: A

QUESTION 4
Refer to the scenario.

A customer requires these rights for clients in the "medical-mobile" AOS firewall role on Aruba Mobility Controllers
(MCs):

1.

Permitted to receive IP addresses with DHCP

2.

Permitted access to DNS services from 10.8.9.7 and no other server

3.

Permitted access to all subnets in the 10.1.0.0/16 range except denied access to 10.1.12.0/22
4,

Denied access to other 10.0.0.0/8 subnets

5.

Permitted access to the Internet

6.

Denied access to the WLAN for a period of time if they send any SSH traffic

7.

Denied access to the WLAN for a period of time if they send any Telnet traffic

8.

Denied access to all high-risk websites

External devices should not be permitted to initiate sessions with "medical-mobile"” clients, only send return traffic.

The exhibits below show the configuration for the role.



medical-mobile Policies  Bandwidth  Captive Portal  More Show Basic View
NAME RULES COUNT TYPE POLICY USAGE DESCRIPTION 53]
global-sadi 0 session logon, guest. ap-role. stat.. -
[ apprt-medical- mobile-s 1 session medical-mobile d -L:J- Jl
medical-mobile 8 Session medical-mobile
+
medical-mobile > Policy > apprf-medical-mobile-sacl Rules (© Drag rows to re-order
1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION DESCRIPTION 523
Iped user any web-cc-reputation hegh-risk deny_opt -
medical-mobile Policies  Bandwidth  Captive Portal  More Show Basic View
NAME RULES COUNT TYPE POLICY USAGE DESCRIPTION B
global-sacl 0 session logon, guest. ap-role. stat
appri-medical-mobile-sac 1 555100 medical-maobile
I medical-mobile 8 se3son medic al-mobile & E ‘
-+
medical-mobile > Policy > medical-mobile Rules (© Dragrows to re-order
IP VERSION SOURCE  DESTINATION SERVICE/APPLICATION  ACTION DESCRIPTION E
Ipvd any any svc-dhep permz -
Ipvd user 1089.7 sve-dns permit -
Ipwd user 10.1.12.0255255.2520 any deny_opt -
Ipwd user 10.1.0.0 255.255.0.0 any perme -
Ipwd user 10.0.0.0 255.0.00 any deny_opt -
Ipvd user any sve-teinet _ope -
Ipvd user any swe-ssh deny_opt -
Ipvd any any any perm&t
+

There are multiple issues with the configuration.

What is one of the changes that you must make to the policies to meet the scenario requirements? (In the options, rules
in a policy are referenced from top to bottom. For example, "medical-mobile" rule 1 is "ipv4 any any svc-dhcp permit,”

and rule 8 is "ipv4 any any any permit\\'.)

A. In the "medical-mobile" policy, change the source in rule 1 to "user.”

B. In the "medical-mobile” policy, change the subnet mask in rule 3 to 255.255.248.0.

C. In the "medical-mobile" policy, move rules 6 and 7 to the top of the list.

D. Move the rule in the "apprf-medical-mobile-sacl" policy between rules 7 and 8 in the "medical-mobile" policy.

Correct Answer: C




Rules 6 and 7 in the "medical-mobile" policy are used to deny access to the WLAN for a period of time if the clients send
any SSH or Telnet traffic, as required by the scenario. However, these rules are currently placed below rule 5, which
permits access to the Internet for any traffic. This means that rule 5 will override rules 6 and 7, and the clients will not be
denied access to the WLAN even if they send SSH or Telnet traffic. To fix this issue, rules 6 and 7 should be moved to
the top of the list, before rule 5. This way, rules 6 and 7 will take precedence over rule 5, and the clients will be denied
access to the WLAN if they send SSH or Telnet traffic, as expected.

QUESTION 5
Refer to the scenario.

This customer is enforcing 802.1X on AOS-CX switches to Aruba ClearPass Policy Manager (CPPM). The customer
wants switches to download role settings from CPPM. The "reception-domain” role must have these settings:

-- Assigns clients to VLAN 14 on switch 1, VLAN 24 on switch 2, and so on.
-- Filters client traffic as follows:
-- Clients are permitted full access to 10.1.5.0/24 and the Internet

-- Clients are denied access to 10.1.0.0/16 The switch topology is shown here:

< Gateway
: cluster
Switch 1 i
Switch 3
VLANs 10-19 VLANs 30-39
Switch 2
VLANSs 20-29
Corporate
WLAN
tunneled to
gateway

cluster



How should you configure the VLAN setting for the reception role?

A. Assign a consistent name to VLAN 14, 24, or 34 on each access layer switch and reference that name in the
enforcement profile VLAN settings.

B. Configure the enforcement profile as a downloadable role, but specify only the role name and leave the VLAN
undefined. Then define a \\'reception\\' role with the correct VLAN setting on each individual access layer switch.

C. Assign a number-based ID to the access layer switches. Then use this variable in the enforcement profile VLAN
settings: %(NAS-ID]4.

D. Create a separate enforcement profile with a different VLAN ID for each switch. Add all profiles to the profile list in the
appropriate enforcement policy rule.

Correct Answer: A

According to the AOS-CX User Guide, one way to configure the VLAN setting for the reception role is to assign a
consistent name to VLAN 14, 24, or 34 on each access layer switch and reference that name in the enforcement profile
VLAN settings. This way, the switches can download the role settings from CPPM and apply the correct VLAN based on
the name, rather than the ID. For example, the enforcement profile VLAN settings could be:

wlan-name reception-vlan

And the VLAN configuration on each switch could be:

vlan 14
name reception-vlan

exit

vlan 24
name reception-vlan

exit

vlan 34
name reception-vlan

exit

QUESTION 6

Refer to the scenario.



# Introduction to the customer

You are helping a company add Aruba ClearPass to their network, which uses Aruba network infrastructure devices.

The company currently has a Windows domain and Windows CA. The Window CA issues certificates to domain
computers, domain users, and servers such as domain controllers. An example of a certificate issued by the Windows
CA is shown here.

General Details Certificaton Path

M Certificate Informabon

Windows does not have enough information to verfy
this certshcate.

Issued to: employee |

Isswed by: Intca.acnsxtest.com

Vald from 8/12/2022 to 8/12/2023

Install Certificate...  lssuer Statement



g Certificate

General Details Certification Path

Show: <Al> v
Feld value
, | SMIME Capabiites [1]SMIME Capabiity: Object I...
| Subject Key Identifier 06663 1b63703b 5fceBceed28. ..
Authority Key Identfier KeyID=c39da74dbe 13586¢8d. ..

| CRL Distribution Ponts [1]CRL Dsstribution Pont: Distr...
[ | Authority Information Access [ 1]Authority Info Access: Acc...

. 11.3.6.1.4.1.311.25.2 049230 306002D060104...
.mfnim Nivtal Cimnah rs ey Frrinhes

|Other Mame:
Principal Name =employee 1 Sacnsxtest.com
|RFC822 Name =employee | Bacnsxtest.com

Edit Properbes Copy to Fie...

o

The company is in the process of adding Microsoft Endpoint Manager (Intune) to manage its mobile clients. The
customer is maintaining the on-prem AD for now and uses Azure AD Connect to sync with Azure AD.

# Requirements for issuing certificates to mobile clients
The company wants to use ClearPass Onboard to deploy certificates automatically to mobile clients enrolled in Intune.
During this process, Onboard should communicate with Azure AD to validate the clients. High availability should also

be

provided for this scenario; in other words, clients should be able to get certificates from Subscriber 2 if Subscriber 1 is



down.

The Intune admins intend to create certificate profiles that include a UPN SAN with the UPN of the user who enrolled
the device.

# Requirements for authenticating clients

The customer requires all types of clients to connect and authenticate on the same corporate SSID.
The company wants CPPM to use these authentication methods:

1.

EAP-TLS to authenticate users on mobile clients registered in Intune

2.

TEAR, with EAP-TLS as the inner method to authenticate Windows domain computers and the users on them To
succeed, EAP-TLS (standalone or as a TEAP method) clients must meet these requirements:

1.
Their certificate is valid and is not revoked, as validated by OCSP
2.

The client\\'s username matches an account in AD # Requirements for assigning clients to roles After authentication, the
customer wants the CPPM to assign clients to ClearPass roles based on the following rules:

1.

Clients with certificates issued by Onboard are assigned the "mobile-onboarded" role
2.

Clients that have passed TEAP Method 1 are assigned the "domain-computer” role
3.

Clients in the AD group "Medical" are assigned the "medical-staff" role

4,

Clients in the AD group "Reception” are assigned to the "reception-staff” role The customer requires CPPM to assign
authenticated clients to AOS firewall roles as follows:

1.

Assign medical staff on mobile-onboarded clients to the "medical-mobile" firewall role
2.

Assign other mobile-onboarded clients to the "mobile-other" firewall role

3.

Assign medical staff on domain computers to the "medical-domain” firewall role



4,

All reception staff on domain computers to the "reception-domain" firewall role

5.

All domain computers with no valid user logged in to the "computer-only" firewall role

6.

Deny other clients access # Other requirements Communications between ClearPass servers and on-prem AD domain
controllers must be encrypted. # Network topology For the network infrastructure, this customer has Aruba APs and
Aruba gateways, which are managed by Central. APs use tunneled WLANSs, which tunnel traffic to the gateway cluster.

The customer also has AOS-CX switches that are not

managed by Central at this point.
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# ClearPass cluster IP addressing and hostnames A customer\\'s ClearPass cluster has these IP addresses:
1.

Publisher = 10.47.47.5

2.



Subscriber 1 = 10.47.47.6

3.

Subscriber 2 = 10.47.47.7

4,

Virtual IP with Subscriber 1 and Subscriber 2 = 10.47.47.8
The customer\\'s DNS server has these entries

1.

cp.acnsxtest.com = 10.47.47.5

2.

cpsl.acnsxtest.com = 10.47.47.6

3.

cps2.acnsxtest.com = 10.47.47.7

4,

radius.acnsxtest.com = 10.47.47.8

5.

onboard.acnsxtest.com = 10.47.47.8

You have imported the root certificate for the Windows CA to the ClearPass CA Trust list.
Which usages should you add to it based on the scenario requirements?
A. EAP and AD/LDAP Server

B. LDAP and Aruba infrastructure

C. Radsec and Aruba infrastructure

D. EAP and Radsec

Correct Answer: A

QUESTION 7
Refer to the scenario.

A customer is migrating from on-prem AD to Azure AD as its sole domain solution. The customer also manages both
wired and wireless devices with Microsoft Endpoint Manager (Intune).



The customer wants to improve security for the network edge. You are helping the customer design a ClearPass
deployment for this purpose. Aruba network devices will authenticate wireless and wired clients to an Aruba ClearPass
Policy Manager (CPPM) cluster (which uses version 6.10).

The customer has several requirements for authentication. The clients should only pass EAP-TLS authentication if a
query to Azure AD shows that they have accounts in Azure AD. To further refine the clients\\' privileges, ClearPass also
should use information collected by Intune to make access control decisions.

Assume that the Azure AD deployment has the proper prerequisites established.

You are planning the CPPM authentication source that you will reference as the authentication source in 802.1X
services.

How should you set up this authentication source?
A. As Kerberos type

B. As Active Directory type

C. As HTTP type, referencing the Intune extension
D. AS HTTP type, referencing Azure AD\\'s FODN
Correct Answer: D

An authentication source is a configuration element in CPPM that defines how to connect to an external identity provider
and retrieve user or device information . CPPM supports various types of authentication sources, such as Active

Directory, LDAP, SQL, Kerberos, and HTTP .

To authenticate wireless and wired clients to Azure AD, you need to set up an authentication source as HTTP type,
referencing Azure AD\\'s FQDN . This type of authentication source allows CPPM to use REST API calls to
communicate with

Azure AD and validate the user or device credentials . You also need to configure the OAuth 2.0 settings for the
authentication source, such as the client ID, client secret, token URL, and resource URL .

To use information collected by Intune to make access control decisions, you need to set up another authentication
source as HTTP type, referencing the Intune extension . This type of authentication source allows CPPM to use REST
API

calls to communicate with Intune and retrieve the device compliance status . You also need to configure the OAuth 2.0
settings for the authentication source, such as the client ID, client secret, token URL, and resource URL .

QUESTION 8

Refer to the scenario.

# Introduction to the customer

You are helping a company add Aruba ClearPass to their network, which uses Aruba network infrastructure devices.
The company currently has a Windows domain and Windows CA. The Window CA issues certificates to domain

computers, domain users, and servers such as domain controllers. An example of a certificate issued by the Windows
CA is shown here.
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The company is in the process of adding Microsoft Endpoint Manager (Intune) to manage its mobile clients. The
customer is maintaining the on-prem AD for now and uses Azure AD Connect to sync with Azure AD.

# Requirements for issuing certificates to mobile clients
The company wants to use ClearPass Onboard to deploy certificates automatically to mobile clients enrolled in Intune.
During this process, Onboard should communicate with Azure AD to validate the clients. High availability should also

be

provided for this scenario; in other words, clients should be able to get certificates from Subscriber 2 if Subscriber 1 is
down.

The Intune admins intend to create certificate profiles that include a UPN SAN with the UPN of the user who enrolled
the device.

# Requirements for authenticating clients

The customer requires all types of clients to connect and authenticate on the same corporate SSID.
The company wants CPPM to use these authentication methods:

1.

EAP-TLS to authenticate users on mobile clients registered in Intune

2.

TEAR, with EAP-TLS as the inner method to authenticate Windows domain computers and the users on them To
succeed, EAP-TLS (standalone or as a TEAP method) clients must meet these requirements:

1.
Their certificate is valid and is not revoked, as validated by OCSP
2.

The client\\'s username matches an account in AD # Requirements for assigning clients to roles After authentication, the
customer wants the CPPM to assign clients to ClearPass roles based on the following rules:

1.

Clients with certificates issued by Onboard are assigned the "mobile-onboarded" role
2.

Clients that have passed TEAP Method 1 are assigned the "domain-computer" role
3.

Clients in the AD group "Medical" are assigned the "medical-staff" role

4,

Clients in the AD group "Reception” are assigned to the "reception-staff” role The customer requires CPPM to assign
authenticated clients to AOS firewall roles as follows:

1.



Assign medical staff on mobile-onboarded clients to the "medical-mobile" firewall role

2.

Assign other mobile-onboarded clients to the "mobile-other" firewall role

3.

Assign medical staff on domain computers to the "medical-domain” firewall role

4,

All reception staff on domain computers to the "reception-domain” firewall role

5.

All domain computers with no valid user logged in to the "computer-only" firewall role

6.

Deny other clients access # Other requirements Communications between ClearPass servers and on-prem AD domain
controllers must be encrypted. # Network topology For the network infrastructure, this customer has Aruba APs and
Aruba gateways, which are managed by Central. APs use tunneled WLANS, which tunnel traffic to the gateway cluster.

The customer also has AOS-CX switches that are not

managed by Central at this point.
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# ClearPass cluster IP addressing and hostnames A customer\\'s ClearPass cluster has these IP addresses:
1.

Publisher =10.47.47.5

2.

Subscriber 1 =10.47.47.6

3.

Subscriber 2 =10.47.47.7

4.

Virtual IP with Subscriber 1 and Subscriber 2 = 10.47.47.8 The customer\\'s DNS server has these entries
1.

cp.acnsxtest.com = 10.47.47.5

2.



cpsl.acnsxtest.com = 10.47.47.6

3.

cps2.acnsxtest.com = 10.47.47.7

4,

radius.acnsxtest.com = 10.47.47.8

5.

onboard.acnsxtest.com = 10.47.47.8 You cannot see flow attributes for wireless clients. What should you check?
A. Deep packet inspection is enabled on the role to which the Aruba APs assign the wireless clients.

B. Firewall application visibility is enabled on the Aruba gateways, and the gateways have been rebooted.
C. Gateway IDS/IPS is enabled on the Aruba gateways, and the gateways have been rebooted.

D. Deep packet inspection is enabled on the Aruba Aps, and the APs have been rebooted.

Correct Answer: A

QUESTION 9
Refer to the scenario.

A customer has asked you to review their AOS-CX switches for potential vulnerabilities. The configuration for these
switches is shown below:



hostname Access-Switch-$$

nip authentication-key 1 shal ciphertext
AQBapYn45h7mDzxcLhAYWBHGbiegegFASS1kvTQPPgICEfaLCAAAAMIb4BONRhSg

ntp trusted-key 1

ntp server pool.ntp.org minpall 4 maxpoll 4 iburst key-id 1

ntp enable

nip authentication

1

radius-server host rad.example.com tis

1

tacacs-server host rad.example.com

1

aaa authentication login ssh group tacacs local

aaa authentication login teinet group tacacs local

!

aaa accounting port-access start-stop interim group radius

1

radius dyn-authorization enable

1

radius dyn-authorization client rad.exampie.com lis
ssh server viT default
ssh server vif mgmt
telnet server vrf default
telnet server vif mgmt
crypto pki application radsec-client certificate device-identity
crypto pki ta-profile privateca
ta-certificate
——BEGIN CERTIFICATE——

MIIGAzZCCA+UgAWIBAgGIUEVESXOopuiXTZOHEDS/ UYARDLY sdowDQYJROZIhveNAQEL
BOAWgYgXCZAJBgNVEAY TALVIMRMWEQYDVOOIDAPDYWXDZmMEybml hMRIWEAYDVOOH
DAlTAWS2eXZhbGUxHDAaBgNVEACMEOEFydWINIFRYYWluaWsSnIEXhYnMrEZARBGNVY
BASMCKEDTINYIFR1CEQxHTADBgNVEAMMEFHIVEIRJYSShY252cHR1Cc3QuUY29TtME4AX
DT IyMTEYyM] IWNTQHOFONDIMYMTEXOT IWNTQXOFOWgYgxCzAJEgNVEAYTALVTMEMW
EQYDVQOIDAPDYWRDZmOyvbml hMR IWEAYDVOOHDAL TAWSueXZhbGUxHDAaBgNVEBACH
EOFYydWJnIFRy YWl uaWwsSn IEXN Y NMXE ZARBgNVBASMCKEDTINY IFRICIQXHTADEgNY
BAMMFHIVEARI¥YSShY25zeHR1c3QuY29tMIICIJANEBgkghki GSwOBAQEFAROCAGEA
MIICCgRCAgEASiUzsBkIJcUgedsbRyoLJdOZNgpeXfphk2VsSzZngPlLCu3lea30HU
VoGchhJXCQaI3HDUTCLD4bS5SIf63z4nKZA36TSCYWHKOeOPSgUj y+61XXMASRDSDRC
CYOYSFE8spVJiEoZnZhgLadm/ DLEY1hxoSZ2UKav/08DMEzD/ YVUZGNLiQEDE/L7ivk
CWE+LlSWIGSIHIOL/ rgId/+W20nNS8apXS5IlAWaAHYDYARTWEMUKLUXQ/ TE+7+2FXju
BS5MC4b7 7RaWW]) 6CkWSkEBWhmy JETMMPSHTuJ4t3evh7jd/ 1 TkmS520g/ VBkvNTTWS
fif7l1kWhevmlLlvex¥Ynj+S3CWhAFdaR7S33a6xwdZxCDOLEfPEELI1oONKaOVMAmO2
10ZtJNEPFueBtlEERCLIR+IMANQKI3E21BO0WhSLEFEImLrOLEy/ edVEXhIURMXOLID
JKeSw38TDm3tlkSEPECOaL]Ss4tYJRXCZLDnrg70z1e37sxENYoBtgRp77cdfePr
CP/spBUGSgLiZ2FO0iikU6k3 7TmoL3sMs2ugCOYWoIRYFIOSEWCRbxmyS81UePiSlsW
O0goOaPDr35W/ 04431/ z6A+g/ CiwVrALS+zEfHEMDEXxo4VMygIttaiwz0SGAQQSH]
redomQEQPMwkgbzaELtAgYOWGKEBSET/XifRLVXNeYUBWOREZwmscI 3kCAWEARANT
MEEwHOY DVROOBBYEFGHCH/ 24 7S pdNEIHh I D FC i s 8 khMBEGALUAI wRYMBaARFEXS
H/z47S5pdNKIHh DX ECEjz8kNMASGALUdEWER/ wQFMAMBATSWDgYDVROPAQH/ BAQD
AgGGMAOGCSgGSIbE3DQEBCWUARA4LICAQBSTGISspaanHOX T sSnWgmux 6PANDEdPZ0ElLa
wDnNpUxkVeeSPrSwl8luRIJMpPTROZS5rwVWETCrMEt5JD4 JAK+dOusrdTDEKwWWgPPgFi0
FSsSvFESaEJSSceD+eDW1l4LAJIi3z3b9Z2BuBa3LkaP7kyTlSnIO+opN+vdVv4 3LNXh
T23xXEmLCS0UoclgibbizpkWXiceFwSo2BafFMscPdE75DVY+x+QolSgpibWBASEOR
JRAEHrKmsgerIG+37bixgaF ) SnMzWpXOn2HIKCVel 6uk2pDNEiYVbU3 k9b/ ZWOmW
DRYKAURSAFBNZ1KDYQOoE6T/chT/DY77FoStfgU0gDEEj3EqQaM76r£f8S221G6Csrfkp
CrpSoRPEiiOoCiZEcidkzSsmbzAHWRXNAF 7viWR1 00i vepaEFREIVU/ ke SOZRaxNYd
SIKINh7gG4DcRahFfDAdFDOVHVIOWRNXRKKDpURPN 6w+Quc+ihgEFpP8cvPoy7ayzo
ZS5cZSYEAVXTEIXRhVSg9cooqg/XIMBTL4SKIpyrHSj8sDs70g3zgnNot/vBfHRIZO
ZUCBe4UPGH I raC4gkHHImMbblgYenxKpMz56A0APBKEVSicYOUTQOSHKEEASLGHD
S jgYWWKADE 7RE41HjF+7FfMUSUINZBm7 5208 SCPAPCOVeJEfNNE /a0+SVrN=4j 81
Nré&3MéxeYw=

~——END CERTIFICAT E—-—

END_OF_CERTIFICATE

vsf member 1
type jl666a
dhecpv4-snooping
vian 1
vian 2
vian 4
dhepv4-snooping
spanning-iree
interface mgmt
no shutdown
aaa authentication port-access dot1x authenticator
enable
interface lag 1
no shutdown
no routing
vian trunk native 1
vian trunk allowed 2,4
dhecpv4-snooping trust
interface 1/1/1-1/1/24
no shutdown

aaa authentication port-access dot1x authenticator
enable
interface vian 1
interface vian 2
ip address 10.1.2.1/24
ip route 0.0.0.0/0 10.1.2.254
ip dns domain-name example.com
ip dns server-address 10.1.1.9
!

https-server vif default
https-server vif mgmt



What is one recommendation to make?

A. Let the RADIUS server configure VLANs on LAG 1 dynamically.

B. Use MDS instead of SHAL for the NTP authentication key.

C. Encrypt the certificate in the TA-profile.

D. Create a control plane ACL to limit the sources that can access the switch with SSH.

Correct Answer: D

According to the AOS-CX Switches Multiple Vulnerabilities1, one of the vulnerabilities (CVE-2021-41000) affects the

SSH service on AOS-CX switches. This vulnerability allows an unauthenticated remote attacker to cause a denial-of-
service condition on the switch by sending specially crafted SSH packets. The impact of this vulnerability is high, as it
could result in a loss of management access and network disruption. Therefore, one recommendation to make is to

create a control plane ACL to limit the sources that can access the switch with SSH. This way, the switch can filter out
unwanted or malicious SSH traffic and reduce the risk of exploitation.

QUESTION 10

A customer requires a secure solution for connecting remote users to the corporate main site. You are designing a client-
to-site virtual private network (VPN) based on Aruba VIA and Aruba Mobility Controllers acting as VPN Concentrators
(VPNCs). Remote users will first use the VIA client to contact the VPNCs and obtain connection settings.

The users should only be allowed to receive the settings if they are the customer\\'s "RemoteEmployees” AD group.
After receiving the settings, the VIA clients will automatically establish VPN connections, authenticating to CPPM with
certificates.

What should you do to help ensure that only authorized users obtain VIA connection settings?

A. Set up the VPNCs\\' VIA web authentication profile to use CPPM as the authentication server; set up a service on
CPPM that uses AD as the authentication source.

B. Set up the VPNCs\\' VIA web authentication profile to use an AD domain controller as the LDAP server.

C. Set up the VPNCs\\' VIA connection profile to use two authentication profiles, one RADIUS profile to CPPM and one
LDAP profile to AD.

D. Set up the VPNCs\\' VIA connection profile to use one authentication profile, which is set to the AD domain
controller\\'s hostname.

Correct Answer: A

The VIA web authentication profile is used to authenticate the users who want to download the VIA connection settings
from the VPNCs. The VPNCs can use either an internal database or an external server (such as RADIUS or LDAP) as
the authentication source for this profile. To ensure that only authorized users obtain VIA connection settings, you
should use CPPM as the external server and configure a service on CPPM that uses AD as the authentication source.
This way, you can leverage the role mapping and enforcement features of CPPM to check if the users belong to the
"RemoteEmployees” AD group and grant or deny them access accordingly The other options are not correct because
they do not allow you to verify the users\\' AD group membership before providing them with VIA connection settings.
Option B would only check the users\\' credentials against AD, but not their group membership. Option C would only
apply to the VPN connection phase, not the VIA connection settings phase. Option D would not work because the
VPNCs do not support LDAP as an authentication source for VIA connection profiles



Reference:
1: Configuring the VIA Controller - Aruba, section "Configuring VIA Web Authentication Profile”

2: Configuring VIA Connection Profile - Aruba, section "Configuring Authentication Profile"

QUESTION 11

The customer needs a way for users to enroll new wired clients in Intune. The clients should have limited access that
only lets them enroll and receive certificates. You plan to set up these rights in an AOS-CX role named "provision."

The customer\\'s security team dictates that you must limit these clients\\' Internet access to only the necessary sites.
Your switch software supports IPv4 and IPv6 addresses for the rules applied in the "provision" role.

What should you recommend?

A. Configuring the rules for the "provision” role with IPv6 addresses, which tend to be more stable

B. Enabling tunneling to the MCs on the "provision" role and then setting up the privileges on the MCs

C. Configuring the "provision" role as a downloadable user role (DUR) in CPPM

D. Assigning the "provision” role to a VLAN and then setting up the rules within a Layer 2 access control list (ACL)
Correct Answer: C

This is because a downloadable user role (DUR) is a feature that allows the switch to use a central ClearPass server to
download user-roles to the switch for authenticated users12 A DUR can contain various attributes and rules that define
the access level and privileges of the user, such as VLAN, ACL, PoE, reauthentication period, etc3 A DUR can also be
customized and updated on the ClearPass server without requiring any changes on the switchl A DUR can be used to
create a "provision" role that allows users to enroll new wired clients in Intune. The "provision" role can have limited
access that only lets them enroll and receive certificates from the Intune service. The "provision” role can also have
rules that restrict the Internet access of the users to only the necessary sites, such as the Intune portal and the
certificate authority. The rules can be based on IPv4 or IPv6 addresses, depending on the network configuration and
preference2 A. Configuring the rules for the "provision" role with IPv6 addresses, which tend to be more stable. This is
not a valid recommendation because it does not address how to create and apply the "provision” role on the switch.
Moreover, IPv6 addresses do not necessarily tend to be more stable than IPv4 addresses, as both protocols have their
own advantages and disadvantages4

B. Enabling tunneling to the MCs on the "provision" role and then setting up the privileges on the MCs. This is not a
valid recommendation because it does not explain how to enable tunneling or what MCs are. Moreover, tunneling is a
technique that encapsulates one network protocol within another, which adds complexity and overhead to the network
communication5

D. Assigning the "provision" role to a VLAN and then setting up the rules within a Layer 2 access control list (ACL). This
is not a valid recommendation because it does not explain how to assign a role to a VLAN or how to create a Layer 2
ACL on the switch. Moreover, a Layer 2 ACL is limited in its filtering capabilities, as it can only match on MAC
addresses or Ethernet types, which might not be sufficient for restricting Internet access to specific sites

QUESTION 12

Refer to the scenario.



A customer is using an AOS 10 architecture with Aruba APs and Aruba gateways (two per site). Admins have
implemented auto-site clustering for gateways with the default gateway mode disabled. WLANSs use tunneled mode to
the

gateways.

The WLAN security is WPA3-Enterprise with authentication to an Aruba ClearPass Policy Manager (CPPM) cluster VIP.
RADIUS communications use RADIUS, not RadSec.

For which devices does CPPM require network device entries?

A. Forgateways\\' actual IP addresses and dynamic authorization VRRP addresses

B. For gateways\\' actual IP addresses and AP clusters\\' virtual IP addresses for dynamic authorization
C. For APs\\' actual IP addresses

D. ForAP clusters\\'virtual IP addresses

Correct Answer: A

ClearPass Policy Manager (CPPM) requires network device entries for the devices that communicate with it using
RADIUS or TACACS+ protocols. In this scenario, the gateways are the devices that act as RADIUS clients and send
authentication requests to CPPM for the WLAN users. Therefore, CPPM needs to have network device entries for the
gateways\\' actual IP addresses and the shared secrets that match the ones configured on the gateways.

Additionally, CPPM also requires network device entries for the gateways\\' dynamic authorization VRRP addresses,
which are used for sending CoA messages to the gateways. CoA messages are used to change the attributes or status
of a user session on the gateways without requiring re-authentication. For example, CPPM can use CoA to apply
policies, roles, or bandwidth limits based on various conditions. To enable VRRP IP addresses for dynamic
authorization, you need to set up gateway clusters manually and assign a VRRP VLAN and a VRRP IP address to each
cluster. This way, CPPM can use the VRRP IP address as the NAS IP address for RADIUS communications and CoA
messages. The VRRP IP address will remain the same even if the active gateway in the cluster changes due to a
failover event, ensuring seamless operations.
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