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QUESTION 1

A technician has received a laptop that is having problems with the screen. The user is reporting that the display is too
dim and difficult to see. Which of the following steps should the technician take FIRST? 

A. Install an anti-glare filter 

B. Increase the brightness using the function keys 

C. Replace the LCD backlight in the display 

D. Update the display drivers 

Correct Answer: B 

 

QUESTION 2

A technician is installing a new system in a facility that requires zero downtime. The facility uses a backup generator in
case of power loss. Into which of the following power sources should the technician plug the system to offer optimal
uptime? 

A. Only a surge protector is needed due to the backup generator 

B. Plug directly into the emergency power source 

C. Plug a surge protector directly into the UPS 

D. Connect to a UPS that utilizes the emergency power source 

Correct Answer: D 

 

QUESTION 3

A technician needs to edit a protected .dll file but cannot find the file in the System32 directory. Which of the following
Control Panel utilities should the technician use? 

A. System 

B. Display 

C. Folder Options 

D. Indexing Options 

Correct Answer: C 

 

QUESTION 4

While working on a user\\'s computer a technician notices no prompt appears when a process runs with administrative



credentials. The technician wants to make sure the user is warned to ensure rogue processes do not run with elevated
privileges. Which of the following Control Panel utilities would allow the technician to modify this setting? 

A. Administrative Tools 

B. File Explorer Options 

C. Credential Manager 

D. User Account Control 

Correct Answer: A 

 

QUESTION 5

A technician is installing an application on a Linux system using the Bash shell console. Which of the following
extensions should the technician select to install the application? 

A. .Exe 

B. .Apk 

C. .Sh 

D. .app 

Correct Answer: B 

 

QUESTION 6

A technician has been asked to review the configuration of an executive\\'s SOHO network following a recent news
report regarding home Internet routers that are being added to botnets for malicious purposes. 

Which of the following would be BEST to prevent the router from being added to a botnet? (Choose two.) 

A. Upgrading to an enterprise-grade router 

B. Enabling WPA2-Enterprise encryption 

C. Changing the default credentials 

D. Updating to the latest firmware 

E. Reducing the transmit power levels 

F. Disabling the SSID from being broadcast 

Correct Answer: CD 

 

QUESTION 7



Which of the following is a Device that stores a copy of a certificate that is used for authentication? 

A. Biometric scanner 

B. Soft token 

C. Smart card 

D. OTP token 

Correct Answer: A 

 

QUESTION 8

Which of the following technologies involves device pairing? 

A. WEP 

B. IR 

C. Bluetooth 

D. IMAP 

Correct Answer: C 

 

QUESTION 9

Which of the following is the MOST secure wireless security protocol? 

A. AES 

B. WPA 

C. WPA2 

D. WEP 

Correct Answer: A 

 

QUESTION 10

A new company policy states that all end-user access to network resources will be controlled based on the users\\' roles
and responsibilities within the organization. Which of the following security concepts has the company just enabled? 

A. Certificates 

B. Least privilege 

C. Directory permissions 



D. Blacklists 

Correct Answer: B 

 

QUESTION 11

A technician notices a Windows computer is running slowly. The computer boots up slowly and has long delays when
executing large files. The technician runs Disk Cleanup, but the problem persists Which of the following will MOST likely
help speed up the computer? 

A. Boot into safe mode. 

B. Reboot the computer 

C. Defragment the hard drive 

D. Install device drivers 

Correct Answer: B 

 

QUESTION 12

An office location regularly experiences brownouts. Which of the following would be the MOST appropriate solution to
protect the office computers? 

A. Uninterruptible power supply 

B. Voltage regulator 

C. Surge suppressor 

D. Generator 

Correct Answer: A 
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